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ABSTRACT

In order to provide certified security services we must provide indi-
cators that can measure the level of assurance that a complex busi
ness process can offer. Unfortunately the formulation of security
indicators is not amenable to efficient algorithms able to evaluate
the level of assurance of complex process from its components.

In this paper we show an algorithm based on FD-Graphs (a vari-
ant of directed hypergraphs) that can be used to compute in polyno-
mial time (i) the overall assurance indicator of a complex business
process from its components for arbitrary monotone composition
functions, (ii) the subpart of the business process that is responsi-
ble for such assurance indicator (i.e. the best security alternative).

Categories and Subject Descriptors

K.6.5 [Management of Computing and Information Systemg

Security and Protection; C.#grformance of Systemp Measure-
ment techniques; Reliability, availability, and serviceabjli®.2.2
[Discrete Mathematicg: Graph Theory—Hypergraphs

General Terms
Algorithms, Management, Measurement, Security.

Keywords

Assurance Indicator, Business Process, Hypergraphs, Quality of
Protection, Security Indicator, Security Metrics.

1. INTRODUCTION

Some emerging trends are shaping the business of the future:

from a technological perspectivehighly dynamic service-oriented
architectures (SOA) with a distributed security administra-
tion have emerged as the architectures of choice.
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from a business perspectivecompanies and institutions are out-
sourcing non-core parts of their business and their IT in-
frastructure. Outsourcing is iterated through subcontractors.

from a standards and regulatory perspectivethe complexity of
requirements has increased especially with respect to secu-
rity, privacy, and accountability.

Due to these emerging trends, companies can neither deliver nor
accept best-effort software solutions that cannot be subject to inde-
pendent audits. This applies to all software components and ser-
vices, but in particular to the security solutions implementing the
controls that are essential for auditing. In a nutsleelinpanies
must provide certified assurance services to their customers and
expect assured services from their contractofee American In-
stitute of Public Accountants and the International Federation of
Accountants started to address problems and opportunities in this
area by developing best practices for "Assurance and Trust Ser-
vices" for Web and IT applicatiohgsee also [9]).

In order to provide certified assurance services we must first pro-
vide indicators that can measure security state of a process or the
level of assurance available to another process. In other words we
must realize in the security and trust domain those notions that
are universally accepted in the management and accounting com-
munity to provide certifiable assurance of financial services and
sound business risk management. Looking at CoBIT, the Informa-
tion Systems Audit and Control Association’s framework of indi-
cators, processes and best practices for IT governance and control
in companies [13], we find Key Goal Indicators (KGI) establishing
measurable business objectives that must be reached to obtain suc-
cessful services, whereas Key Performance Indicators (KPI) set up
the measures on the business or technological infrastructure (such
as the number of "negative" events) that allow evaluating the level
of goal achievement. To account for the hierarchical structure of
business processes high-level KGI/KPI can be mapped to KGI/KPI
at lower business levels.

The notions that we need are the following ones [16]:

Assurance Indicator is a measurable indicator negotiated by a client
and a contractor to show that the client’s business assurance
goals are addressed e.g. the number of attacks or breaches
that affect the clients’ assets.

Security Indicator measures technical security features used by
contractors to achieve a high level of security, e.g. presence
and quality of protection and regulatory models.

CoBIT’s indicators and these indicators are dual in the same way
that service engineering and security engineering are dual method-
ologies. Intuitively, a goal indicator points to a better business,

1see for example http://www.webtrust.org/overview.htm



thus a system with more features. Assurance indicators point to a
more secure system, thus a system with less troubles. Performance
indicators define events that are bad for business while a security
indicator points to events that are good for security such as passing
from RBAC to RBAC with separation of duty.

Unfortunately, having an indicator is not enough: business processes
are complex and, to scale up to industry level case studies, we must
be able to derive the global indicators for a process by combining
the indicator for a global business process from its components.
Further we would like to analyze several business process alterna-
tives and choose the one which provides the best protection.

1.1 The contribution of this paper

In our previous paper [20] we introduced the notion of Protection
Appraisal DAG and provided an algorithm for the construction of
such DAG from a business process. Our initial assumption was
that one could then use with little or no modification the polynomial
time algorithms used for hypergraph. In particular, an algorithm for Reoer {
finding the “shortest” (optimal) path should aggregate indicators of K >
atomic activities of a business process and select the more secure
concrete business process among various design alternatives. Logend

Unfortunately some natural practical assurance indicators require
using non-superior/non-inferior functions (see Example 6 in Sec- D <—|> Q @
tion 3) which are not amenable to existing efficient algorithms. Atomic task  Sub-process  flow choice loon Design

In this paper we show an algorithm based on FD-Graphs (a vari- altermative
ant of directed hyper-graphs) that can be used to compute in poly-
nomial time (i) the overall assurance indicator of a complex busi- Figure 1: Example of a business process
ness process from its components for arbitrary monotone composi-
tion functions, (ii) the subpart of the business process that is respon-

sible for such assurance indicator (i.e. the best security alternatlve).data). Obviously to provide such quality of protection contractors
should implement a number of security controls and policies (e.g.
2. OUTSOURCING LOAN PROCESSING install antivirus, enforce a policy for using e-mails). To assess the
To make the discussion more concrete we start here with a run-internal security of the BP the contractor can use what we called
ning exampl&. Our case scenario is a bank holding company which security indicatorssuch as the frequency of anti-virus updates, the
outsources loan processing to semi-independent subsidiaries. presence of sophisticated access control models and so on [16].
We start by defining a business process and its stakeholders: The key point is what indicators should be used by the client
to assess that the appropriate level of quality of protection is in
place. As argued in [16] and also in [12, Chap.3], internal security
indicators are not appropriate for the client. It should rather use
what we termedssurance indicators
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DEFINITION 1. Business Process (BP) is an ordered set of ac-
tivities designed to produce required outputs. There are four types
of such ordering (sequence, choice, flow (parallel execution) and
loop) called structured activities.

o o ) . EXAmMPLE 2. The holding company is aware of a huge num-

DEFINITION 2. A Clientis an entity interacting with & com- per of |osses caused by asset misappropriation in this niasiet
pleted, self-contained BP. Bontractoris an entity managing the  therefore wants to be sure that the subsidiary is well-protected against
BP and agrees to satisfy client’s requirements for such execution. {hase |osses. So the assurance indicator can be the number of as-

Asubcontractois an entity that receives a subtask assignment, part gq; misappropriations which auditors have traced back to security
of a higher-level BP, from another contractor. failures in each BP activity.

Here, the subsidiary executes the BP shown in Figure 1 to ful-  |n our setting, in order to get an assurance indicator of the over-
fil the assigned task. The BP is depicted using BPMN (Business aJ| process we also need to account for the possibility of choice at
Process Management Notation) [22], a widely used notation. design and deployment time. To this extent we added a construct
to BPMN for modelling explicitly the design or deployment alter-
natives among BP activities which accomplish the same functional
goals but have different qualities. At the end of modelling phase
only one of the alternatives should be left.

ExaMPLE 1. The holding company is the client. The contrac-
tor in the scenario is the subsidiary because it takes a responsibility
to provide some service negotiated with the client. Credit bureaus
are subcontractors which provide a specific servieetérnal rat-
ing check). To avoid the confusion with the holding company, we ExampPLE 3. There are three alternatives for theceive pay-
use term “customer” for the subject which want to receive a loan. ment activity: only by cash, by withdrawing money from customer’s

account every month automatically or by giving both possibilities

Together with provision of a good quality of service (e.g. high  ang allowing the customer to choose which option she prefers.
response time) contractors should provide a good quality of protec-

tion for client's data (e.g. low number of viruses corrupting client’s . ASSet misappropriation accounted for approximately 90% of all
frauds, on average organizations loose 5% of annual revenue to

2additional details on a loan processing scenario are available on asset misappropriation and median losses for banking companies
the SERENITY’s sitavww.serenity-project.org . are 258 000$ [1]




Another issue is the choice of the subcontractors to which some top q
parts will be outsourced. These subcontractors provide different
level of assurance and have different levels of trust. These levels
are not usually represented in business process model but only in-
formally stated outside the model. We also used dashed lines to
show how sub-processes are expanded.

ExamMpPLE 4. An examples of deployment alternatives are two
credit bureaus (CB1 and CB2) which provide the same service, i.e.
trustworthiness rating of a client. Since it is well known that there
were several cases when CBL1 failed to meet its claims the sub-
sidiary trusts CB2 more than CB1.

3. Appraisal FD-Graph

In order to estimate the assurance level of a BP we need a data
structure derived from the BP description in BPMN. Initially, a Pro-
tection Apraisal DagR.AD) is built from a business process speci-
fied in the extended BPMN. In [20] we described the process in de-
tails and provided algorithms for building the Protection Apraisal
Dag as well as for reconstructing the “optimal" business process.
In short, for each activity we add an appraisal node denoting the
security requirement for the activity. The appraisal nodes corre-
sponding to sub-processes (source set) are connected to the (target)
appraisal node for the decomposed activity with a decomposition
edge. If several alternative sub-processes can fulfill the same activ-
ity we draw several decomposition edges leading to the same target

node starting from different source sets. In case an activity is out- The choice of concrete function from the set depends on the type
sourced we add an additional node and connect it with the appraisalof the edge which is in a 1-1 relationship with compound nodes. In

on the edge to account for the trust level of the subcontractor. with the functions used for the compound nodés The Appraisal
However, in practice we found out that each activity contributes Fp_Graph for the running example is shown in Figure 2.

differently to the appraisal of a target node. This requirement is

not supported by the standard hypergraph notation which assign a ExampLE 5. The propagation functions correspond to the four
single weight to a hyperedge. Therefore, we use a hypergraph-like BP structural activities (“sequence”, “choice”, “flow”, “loop”)
structure calledAppraisal FD-Graph The Appraisal FD-Graph is and to the outsourcing relation.

also more convenient for the algorithm which we need for the quan-

titative analysis. We define Appraisal FD-Graph as follows. In Appraisal FD-Graph the notion of “path” is defined as follows:

~ DEFINITION 3. Given domain® and D, and given a Protec- DEFINITION 4. LetPAD = (Q, E, F.) be a Protection Apraisal
tion Apraisal DagPAD = (Q, E, F.), whereQ is a set of ap- Dag, andFD(PAD) = (Q U C, E, U E., F., L) be the corre-

praisal nodes and is a set of decomposition edges. is a set sponding Appraisal FD-Graph. There is a FD-pah@P from a
of edge-dependant propogation functions which compute values OfsourceQ’ C Q to any target node: € Q U C i v

a target node taking as arguments values of the source nodes. The
Appraisal FD-Graplof PAD is a labelled graphFD(PAD) = 1. eitherz € Q'
(QUC, EqU E., F,, L), where:

1. Q = Q is a set ofappraisal nodes

2. C is the set ofcompound nodewhich is in bijective rela- 3.orz€C=Va;. (zi,z) € Ec A Iho,,
tionship with E. If(S, cs) € F is a decomposition edge then
cs will denote the corresponding compound node, and any
appraisal nodey; € S will be called acomponent nodef
the compound nodes;

Figure 2: Appraisal FD-Graph

2.orzeQ=3a" . (z',z) € Eq N IhG",

A classical problem in the graph theory is finding the “shortest”,
i.e. optimal, path. In our approach the “shortest" FD-path deter-
mines the business process with the highest assurance (with the best
value of the assurance indicator). For many propagation functions
3. B, CCOxQ={{cs,q)|{S,q) € E}full edge, in bijective efficient algorithms already exists (e.g. for traversal cost [4]). Un-

relationship withE. fortunately, some practical and natural propagation functions for

assurance indicators do not satisfy the conditions required by the
4. Ec C Q x C = {(gi,cs)|cs € C andg; € S} compound hyper-graph algorithms in the literature [4]. These conditions are
edges connecting any compound node to its components.  pased on definition afuperior/inferiorfunction.

5. L : E. — D is a set of labelling functions which assign

weights to compound edges. DEFINITION 5. A functiong(z, ..., z») is a superior function

if it is monotone nondecreasing in each variable and if
6. F. : C 02” 02" — D, is a set of propogation func-  g(a1, ooy n) = maz((z1, ..., )
tions which compute values of compound nodes taking sets
of weights of compound edges and values of source nodes asThe notion of inferior function is obtained by the obvious swapping
arguments. of less with greater and min with max.



EXAMPLE 6. For each activity in our scenario the assurance Algorithm 1 Minimal FD-path
indicator expressed as “number of asset misappropriation cases Require: FD(PAD) = (QUC, E,UE,, F., L): Appraisal FD-Graph;
per month” forrating check is 10/month (the maximum) and for V@eay : values of leaf nodes;
repayment is 1/month (the minimum). However, the aggregated Ensure: V[ : real; {Values of assurance indicators}
number of asset misappropriation cases is only 2/month because , . f ggfgagﬁfgsgzgotg zidrgsl?e{’;'sgr’;tshgl Hode nodes
rating check is e_tctlve dur_lng 5% of the observatl_on perl_od while 2: Assign premise valuesg .., 1) to leaf appraisal nodes;
repayment activity occupies 90% of the observation period. 3: Add leaf appraisal node nodes to a working set

] ) ] 4: while working set is not emptgo
Since the result is less than the maximal value and greater than 5:  Take randomly a nodex() from the working set

the minimal value of source nodes the natural propagation func- 6: for each outgoing edge froml do
tions for the assurance indicator does not satisfy the condition. The 7:  if reached node is compoundhen
corresponding propagation function is indicated below: 8: Mark the edge as traversed

9: if All source nodes leading te are traversedhen
ExAMPLE 7. The function for a node corresponding to a “flow” 19 Calculate value of node (V'[z]);
" 11: Add z to the working set
decomposition edge= (5, ¢) could be 12: else(if it is a simple node}
13: Mark the alternative as reached
Fepiow = Z wi * Vy, (1) 14 if all alternatives fot: are reachedhen
Vg; €S 15: Choose the minimal alternative
. . . 16: Add z to the working set
where the weights; = t,, /t(q) andt,, is the average time for 77 Stor:the alte\zl\rlnatilvg as path

executing of an activity; andt¢(q) is mean time for executing of the
target activity (i.e., all source activities). The sum of the weights for
all source activities imotequal to 1 because activities are fulfilled
simultaneously and the sum of the execution time is greater then
the time of execution of the target activity.

adopted to find the maximal FD-path, but it is doubtful whether the
resulting value has some security interpretation [16].

Our algorithm extends the works of Ausiello et al. [4] and Gallo
et al. [10] because the only requirement we impose on the propa-
gation functions is that the functions is positive monotone in order
to select the alternatives. Algorithm 1 informally describes the pro-
Feour = wx Vg 2 posed procedure.

In order to make the things precise we use ve&toU RCE[]
where number of incoming compound edges for each compound
node is stored. This value is equal to the number of the source
nodes of the decomposition edge with which the compound node
is in bijection relation. Another auxiliary vector LT ERN]].

It contains the number of alternative paths for each node appraisal
node. This value is equal to the number of compound nodes which
separately contribute to the appraisal nodéE AP is used as a
working set. Algorithms 2 shows the formal version of the algo-
rithm.

We can prove the following properties of the algorihtms:

ExamMPLE 8. The function for a node corresponding to an out-
sourcing edge = ({q}, ¢) could be

The constant in the formula is a weiglat= 1/7), whereT, is a

level of trust of partner pT}, belongs to(0; 1] interval. If the value

is 1 the contractor trusts the partner to meet the agreed security
properties completely, when the value is 0 the contractor does not
trust the partner at all, i.e., any agreed appraisal will likely be
failed.

Hence, we need to adapt the traditional algorithms to find the
optimal assurance solution in polynomial time.

4. ALGORITHM FOR MINIMAL FD-path

After creation of the Appraisal FD-Graph the contractor identi- LEmMA 1. Itis possible to prove the following invariants:
fies the values of leaf appraisal nodes. In other words, it determines
the values of assurance indicators for all atomic activities. The data 1. Each node is visitétat most once.
are received from statistics available from external auditors or esti-
mated by security experts if the activity is fulfilled by the contractor
itself. If an activity is outsourced to a subcontractor the values are
taken from the contract.

Now we have a classical problem of finding the “shortest” path:

the root seQQ ...y is a set of all leaf appraisal nodes and the target 4. After any number of execution of the "while" loop the set of

is the top node, which is the fictions node denoting the quality of traversed edges coincides with the set of outgoing edges for
protection for the whole process. As it has been shown in Section 3 all visited nodes.

for some propagation functions which are appropriate for assurance

indicators the existing polynomial algorithms (e.g., [4]) are notap- 14 prove 1 we use induction for the proof. The leaf nodes cannot

plicable. Therefore, we need to create an algorithm which allows pe yisited more then once since there are no edges leading to them

ta_klng into account _contrlbutlon of each activity and works with (only outgoing ones). For the inductive case we exploit the induc-

wider range of functions. _ _ tive hypothesis and rule out the possibility of vising a node twice
W.l.0.g. we consider one protection requirement (and one assur- s,y hefore all its ancestors are visited and after all its ancestors

ance indicator respectlyely) for each act|V|.ty. The goa! is tofindthe 5.0 visited) by exploiting the conditions at line 11 (for compound

optimal executable business process leading to the minimal value Ofnodes) and line 16 (for simple nodes).

the requirement which can be met. In other words, we wantto find  £qr (2) an edge can be traversed only if its source node is visited.

a minimal FD-path in Protection Apraisal Dag from a set of leaf \joreqver, it can be traversed onbyncewhen the node is visited.
nodes to the top appraisal node and its value if values of assurance

indicators for the leaf nodes are known. The algorithm can also be *Visited node is a node at least once extracted from the HEAP

2. Each edge is traversed at most once.

3. Anode can be visited if and only if all nodes from which there
is an edge leading to this node are visited.




Algorithm 2 Minimal FD-path To prove it, suppose that exists a FD-path, ., . in F'D butz is

Require: FD(PAD) = (QUC, EqUE., F,, L): Appraisal FD-Graph; not visited by the algorithm. According to the recursive definition
Vieay : values of leaf nodes; of FD-path 4, there exists at least one decomposition édge) €

Ensure: V[ : real; {Values of assurance indicators} hGy... .« Such that the node is visited by the algorithm whilés

N ‘Ij fg[_{zﬂgﬁig?gpﬁ:igg::gﬂﬁ;}wD‘path} not. According to invariant & has been added to the HEAP. This

> V[QL.eaf] o Vieas: means that it has been visited, otherwise the algorithm should not

3: HEAP-insertQcq r) terminate (Theorem 1). _ _

4: ALTERN[Q] := |Incoming(Q)|; {for all full nodes} For the only if case, before the execution of the "while" loop

5: SOURCE|C] := |Incoming(C)|; {for all compound nodes} the visited nodes ar€)..s that means that there is an empty

6: while HEAP-nonemptydo Protection Apraisal Dag fromY ... to any of the nodes. When

g; ;F?E'i‘;rgcgz i?g{or;i‘;(‘;r,“)'ygo we extract noder there is a set of node¥ = {w1,x2,..z,}

o- if {cémpound nodez € C then among all visited nodes such that exist all required edges _(aII edges

10: decrement(SOURCE[X]); for a compound node and at least one edge for a appraisal node)

11: if SOURCE[z] = 0 then from them toz. By inductive hypothesis there is a FD-path from

12: {\</[x] => FCI(x; L((@l,(z)))}, v L({zq, 2)); Vz1], ..., Vzg]):  QLeas 10 €very noder;. By definition of a FD-path (Definiti(;n 4)

x4, x) € Incoming(x hQpearie =hQpearer URQLensee Ues UGy o rag U(X, ) iS

%2 else HEAP-add(X), alsé afFD_pathf/ ! Leal .L 1ot

15 decrement(ALTERN[X]); We can now state the second result of this paper:

ig i ’%f:gf{;fvg] g&;:ﬁ:ing(m) do THEOREM 2. Algorithm Minimal FI_D-path computes correctly

18: if V[z] > V[z;] then optimal paths fron@Q .. to any node in Appraisal FD-Graph.

19: Viz] := V]z;);

20: PATH([z] = (z;,z); Once again we use induction to prove that any visited appraisal

21: HEAP-add(x); node ha®ptimalvalue. For the base case if a node i€)pc.y, its

value is the value of the node itself and it is minimal.

Suppose now we are going to add a new notleo the HEAP
Since each node can be visited only once (invariant 1) we deduceX C . By inductive hypothesis, any nodg € X has an opti-
that also every edge is traversed at most once. mal value. Alternatives for node are computed using only values

To prove 3, since each edge can be visited only once (invariant 2) from this set ¢; € X C Q). From this set we choose the opti-
and therefore counted only once then the conditions at lines 11 (for mal pathhx, ., ,,.-. There are no other alternatives since in this
compound nodes) or line 16 (for simple nodes) hold onlglif case counter ALTERN for the node would not have been zero and
incoming edges are traversed. Since each edge is traversed onlyhe node would not have been added (invariant 3). So the optimal
when its node is visited this means that all nodes from which there path forhg, ..;.» = hQ 021 U PG eas,20Us -0y URQ 0 pon U
is an edge leading to considered node are visited. (X', z) ({z1,22,...,z,} = X' C X). Since the propagation

Finally (4): when a node is visited its outgoing edges are tra- function is positive monotone by the assumption the optimal value
versed, so all traversed edges are outgoing from visited nodes. for the node is the minimal one.

Using these invariants we can prove the first result of this paper:
since each node is extracted/added from/to the HEAP only once
and the main loop (lines 6-21) terminates in time proportional to 5. RELATED WORK

the number of edges and nodes. The identification of a suitable indicator for assessment of se-
) ] ] o curity of a complex system is a well known problem. Some ap-
THEOREM 1. The algorithm terminates in polynomial time. proaches suggested assigning a maturity level to the systems (e.g.,

the SSE-CMM), others recommended checking compliance with a
security standard (e.g. 1SO 17799) (e.g. [14]), third, calculated

The “for" loop (lines 8-21) terminates when all edges of a node "mean-time-to-breach" indicator using vulnerabilit)_//attack _grap_hs
are scanned. Inside the loop for each edge there is a comparison ak-2: 23]- The most popular approach nowadays is applying risk
line 9. Also for eache € E, ande € E, there are comparisons at analysis for security evaluation [6, 25] which is based on economi-
lines 11 and 16 respectively. This builds up¢| E.| + | E,|). cal assessment. In our work we propose an approach which aggre-

For each appraisal node the minimal alternative is chosen (lines gates indicators of simple elements rather than assessing the whole
17-20). The complexity is at mog?(|Q| * |C|). For each com-  System atonce.

pound node a functiot, is computed only once (line 12). The There is a large number of articles about access control in work-
complexity isO(|C) * OC(|F ) ' flows. Bertino at al. [5] formally expressed constraints on role

assignment to tasks in a workflow in order to automatically as-
sign roles and users according to the constrains. Kang at al. [15]
proposed an fine-grained and context-based access control mecha-
nisms for inter-organizational workflows. These papers do not dis-
fuss the issue of the quality of protection that a secure workflow
may achieve and only have a 0-1 notion of security.

There are few works which deal with negotiation of security in-
dicators between clients and contractors. One of the first works
claiming that security requirements must be reflected in the con-

LEMMA 2. Atthe end of the execution of algorithiinimal tract is [17]. Casola [7] et. al. building upon [11] proposed to as-

FD — path, any (simple and compound) nodéhas been visited sess security of services separately within fifteen security domain
if and only if there exists a FD-path froficqs to x in F'D. and showed an algorithm to compare security SLAs against a target

A more precise calculation can be carried out by counting the
individual contribution to the execution time.

So, the practical complexity of the algorithm depends on the
complexity of the propagation functions andG§|Q| + |C| +
Q| = |C|) + O(|C]) = O(|F.|). For the propagation functions
like Equations 1 and 2, where each source node is multiplied by
the corresponding weight and then the results are summed up, th
complexity of the function is maximur@(|C| = |Q|) and the over-
all complexity isO(|Q| + |C| + |Q| = |C)).

To show that the algorithm is also correct we first need a lemma:
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