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Abstract—In usage control (UCON) security policies must be remote reside outside the control of the reference monitor, and
re-evaluated each time when attributes change. Catchingrtiely can be only observed. These attributes should be constantly

all changes is a challenging issue. A reference monitor shiglibe ; ;
aware with certainty when to pull fresh attributes which reside pushecby the attrlbute_ provider (e.g. the requesterpafied
by the reference monitor.

outside of its control. Otherwise, some attribute changes auld . ) ) .
be missed, and worse, these unnoticed changes might violate Continuous pushing of fresh attributes can be implemented

security policies. Attributes mutability hardens the correct policy through subscription mechanistsAlthough, such approach
enforcement. ) might be very expensive for volatile attributes since a se-
This paper proposes a cost-effective enforcement of UCON ;e channel between the reference monitor and the agribut
policies. We assign monetary outcomes for granting and rewing id hould be k . i | d. light al &t
access to legitimate users and those whose attributes vitda provi er shou ¢ _eeplng alive. Instea ™ ight alarmsiaou
security policies. Additionally, we place a price paid to otain be configured to notify the reference monitor when threshold
fresh attribute values. We introduce and compare a set of paty are crossed on key attributes. Unfortunately, this affé¢ots

enforcement models in terms of cost-efficiency to handle at- privacy since security policies are disclosed to the atteb
tributes mutability. Besides mutability, we also take intoaccount

other factors that affect attributes trustworthiness. prowdg " . . . .
Index Terms—Usage Control, Mutable Attribute, Policy En- Pulling attributes might be privacy-preserving and less ex
forcement, Cost, Markov Chain. pensive. Basic approach imposegeriodic inquiring of all
attribute repositories and, if attributes change then aypoé-
. INTRODUCTION evaluation is initiated [17]. The system usually allowslimgf

Access controaims to assure that only trusted principals argnly of the current attribute value, and as a result some
granted to access a resource [dage controis in charge to atFrlbute changes between _adJacent puIImg_ queries rmght b
guarantee that principals remain trusted also when thesacc@issed. Worse, these unnoticed changes might violateigecur
is in progress, i.e. when these principals use the resourgglicies. For example, if a security policy grants acceghts
The principal’s trustworthiness is evaluated based onritgcu {0 Users resided in a certain location, there is no evidemee t
attributes [13], [14], i.e. assertions done by trusted padout mobllle users remained in the same location and never was
subjects and objects participating in access and usageoton{€aving it in-between checks [3].

The UCON model proposed by R. Sandhu et al. [18] Krautsevich et al. [10], [9] introduced the model ape-
encompasses access and usage control scenarios and opdtatic attributes pulling. Authors assumed that a mutable
with mutable attributes to specify and enforce securitygoes.  attribute could be modelled as a stochastic process (e.g.,
The continuous policy enforcement poses new problems whighMarkov chain) and the reference monitor knows the pa-
have never been addressed in access controen should rameters of this process. Possessing the attribute valae at
a reference monitor query fresh attributes and perform r@articular time, the reference monitor computes the pridibab
evaluation of the access decision? How attribute mutgbilithat attribute might change since that time and a new value
affects the policy enforcement? violates the policy. With a time passage this probability

Access decision checks should be triggered when attriouf#§Wws and when it overcomes the specified threshold, the
change. When all attributes aiecal and reside under control 'eference monitor pulls a fresh value and triggers the poée
of the reference monitor, the system can follow some sort of¥aluation. However, even if the fresh attribute valuestia
locking protocol during policy enforcement [14]. For inste, the _poli<_:y, there is still no guarantee that the policy was
the system suspends ongoing usage sessions before upd&lﬂl%'ng in-between the checks.
attributes, and awaits until all updates are executed. ThenAlso, a system faultiness, delays occurred during delivery
the system unlocks attributes and pushes new values to @€ to the network latency, and malicious activities (eeg.,
reference monitor which re-evaluates security policies. ~ Man-in-the-middle, eavesdropping and impersonating ¢d da

The nature of security attributes is diverse and some &y the attribute provider) contribute to the problem of eatr
tributes (e.g., the requester's reputation and locatiom) s£nforcement. The impact of uncertainties associated with
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attributes should be tolerated by the reference monitor.  valuesA. The attribute clause (predicate) is a logical function
This paper introduces the cost-effective enforcement ofapping the attribute value to either true or false.

UCON policies. We assign monetary outcomes for granting

and revoking access to legitimate users and those whose . ATTRIBUTE MODEL

attributes violate security policies. Additionally, weapk a

price paid to obtain fresh attribute values noticing thagfrent A. Real and Observed Attributes

attribute queries are too expensive whereas rare checHls lea ) o ) )
to losses due to possible policy violations. We introduce an Se€curity policies are based cemoteattributes withobserv-

compare a set of policy enforcement models in terms of co&ple mutability Remotemeans that the attribute is managed by
efficiency to handle attributes mutability. Besides mutghi @ remote attribute provider which is not under control of the
we also take into account other factors that affect atteiuteference monitor enforcing the polid@bservable mutability

trustworthiness. The obtained results allow estimating tf1€ans that the reference monitor observes only partially ho

average time of the usage session and the expected pmﬁ’t attribute c_hanges in.t!me., and it cannot influence (oneve
preserving security. block) the attribute modifications.

The main contributions of this paper are: An attribute might change in discrete points of time and this

« identifying and estimating the impact of all uncertaintie8'°¢€5° 15 modelled via a finite sequence

gssociat_ed with attributes acquisition; _ RealA = {(a7*¥ t;)|a’* € A,t; € T,Vi 1 t; < tit1}
« introducing models of correct and effective enforcement, ) - _
« introducing a cost model for a policy enforcement anéhere each elemertt;*’, ¢;) specifies the attribute valug

attribute acquisition; changed at time,. T is a countable infinite set of natural
. identifying new attributes querying strategies needed f§!imbers which models time ticks. During time interyal :
support cost-effective pohcy enforcement. ti+1] the attribute does not Change, and the attribute value at

fourr equalsal®, wheret; <ty < tiy1.

The paper is structured as follows. Section Il points t . ) ,
the UCON model. Section Il introduces attribute acquisiti OnY the attribute provider can sefcal4, while the

models and enlists all types of uncertainties associatéd wi€f€rence monitor operates with a finite sequence of obderve
attributes. Sections IV and V present models of correct afjfioutes specified via

effective policy enforf:ement, respectively. Sgcuon _thmles . ObsA = {(<a;?bs’ t), gj)|a?bs €A €TV t; <i;}

a cost model and estimates an average profit and time of policy

enforcement. Section VIl summarizes related works. SBctiwhere<a§b5,tj> corresponds to elements;“* ;) of RealA,

VIII concludes the paper. ie. Vj = i, (a3, t;) = (aj°*,t;). t; specifies the time
point when the attribute was delivered to the reference tooni
II. UsAaGe CONTROL and used to evaluate the policy. Attribute delivery and ssce

Usage control (UCON) [18] demands for persistent contrdECision making are time-consuming operations, thuss
over resources. Continuity of control is a specific featuie gSually bigger than; (time when attribute was issued). Notice,
UCON intended to operate in an inconstant context. Thigat the attribute provider and the reference monitor stize
inconstancy is a result of the entire usage process or cauS8'e trusted clocks which start to worktgt, = 0.
by other uncontrollable factors. The context is formed by
mutable attributes of a requesting subject, an accessedtobB. Basic Attribute Acquisition Models
and execution environment. . . "

UCON security policies restrict subject's behaviour and In access and usage control two basic attribute acquisition
define which usages for the subject are permitted. UCdRIOdel_S_?X'StDUShand pull. i .

Definition 1: Push Modd defines a scenario when each

policy statements are built using authorizations (predia - . : .
over subject and object attributes), conditions (predisaver new attribute value is pushed from the attribute provider to
the reference monitor. Formally, this means tltsA and

environmental attributes), and obligations (actions timaist >

be performed along usage process). Real A have the same number of elements. i.e.
For the sake of simplicity, we consider a security policy

consists of authorization and/or conditions predicately:on |ObsA| = |RealA| )

Ppre ANAPon. Ppre denotes predicates that should be satisfied Vi, (a;**,t;) € RealA3j =i, ((a*,t;),1;) € ObsA

before granting access to a resource (access controlge whil

denotes predicates that should hold during the accesstexecuwhere|S| specifies a number of elements in a sequefice

(usage control). Definition 2: Pull Model defines a scenario when the refer-
Authorization predicates are assumed to consist of a setesice monitor queries the attribute provider to give theemntrr

attribute clauses, built of one attribute variable and aghold, attribute value.

in a conjunctive normal form. An attribute value is a var@abl There could be the case when the reference monitor queries

a which might take a value from (in)finite domain of attributdoo often (more frequently than the attribute changes),ad
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a resultObsA may containredundant elements, i.e.

|ObsA| > |Real Al
RealA = { ..., (a7* t;), (aif7, 2
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In opposite, the reference monitor might query too raredgg|
frequently than the attribute changes), and as a re&3bdtA
may containinsufficient elements, i.e.
|ObsA| < |RealA]|
RealA = { ..., (aj*"",t;), (af5't
ObsA = { ..., (a3, 1), ;). ((
Vi, j3dk > 1
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Obviously, the pull model with redundant elements is

expressive as the push model, i.e. each change of the &dtrib

will be eventually captured by the reference monitor.

To the best of our knowledge, attributes pulling can
scheduled during usage contpariodicallyandaperiodically.
C. Intentional and Unintentional Uncertainties

This subsection summarizes uncertainties associated

the attribute acquisition and discusses two types of uncer-

tainties: unintentionalwhich corresponds to &eshnessand

>

tak now L end/revoke

Security Policy Enforcement with Pull Acquisitionddel

In usage control the policy is evaluated every time when
attribute changes. In case of the attribute pulling somaesl
might be missed. Thus, the reference monitor has less irform
tion to prove thatH[twm:gmw] holds. Assume, that knowledge
of the reference monitor about the predicate satisfactidhis
interval is probabilistic and
Hobs . Hobs .

Pr[H[tpwmzfme ta1 ta2 ---'Hfab:]
specifies the probability that the policy really holds By,
knowing that observed attributes satisfy the policy at tiofie
issuing.

2) Freshness of Attributess unintentional uncertainty oc-

" curring due to attributes mutability. Generally, it meahatt
H, = HP* # Hy,,,, ie. attributes might change and new
attribute value could violate the policy. We launched three

tgpes of freshness uncertainties.

a .

Freshness Icorresponds to the scenarios where only a part

ot attribute changes can be detected:

be |ObsA| < |Real A

V((a?bs,tj), t;) € ObsA, I(al*® t;) € Real A
s.t. (a?bs,tj> = (a:eal’ti)’ and ti = tj = l?j
I

with rk[H, HEY HY L HEP) < 1

tpernl :tnow] |

As an example, assume the network of sensors provides the

correctnessof attributes, andntentional which corresponds ¢yrrent location of the user. Sensors have limited ressurce

to atrustworthinessof attributes.

1) Basic Notations to Measure Uncertaintieset H, be
an event specifying that a real attribute valuge* ) does
satisfy a security policy, i.ep,c/on (a"*) = true, while H,

(power, bandwidth, memory), and the reference monitorspull
the location attribute only once per hour. Even if the atitéh
does not satisfy the policy during this hour, the reference
monitor will make the incorrect access decision and comtinu

specifies the opposite. The reference monitor operates of{¥ zccess. There always exists a possibility of the policy

with observed attributes and can compfitg’s, i.e. the policy
holds for observed attributes at a given time

violation in-between despite that all pulled attributeisfa
the policy.

Let G; represent a fact that the reference monitor grantsgrashness i implies that an attribute may change during

access (or continues a usage session) at tinig states that

the access is rejected (the usage session is revoked).
Usually, the reference monitor possessesertainknowl-

inevitable time delaysa tproc = t —t > 0 needed for
the delivery (due to a network latency) and decision making
(evaluation of logical predicates). From the prospectivthe

edge about real attribute vales. Assume, the referencetonontotarence monitor. freshness Il means that
can measure this uncertainty by computing the conditional '

probability Pr[H,|H?b] that the policy really holds att

knowing that observed attributes satisfy the policy.at
LetHp .

values satisfies the poligy,,, starting fromt,e,m till #,0u-

7....] SPecifies that the sequence of real attribute

V(<a0bs,t>,t~) € ObsA: t<t
for access control : Prg [HE|HtObS] <1

for usage control : PrH[H[t:gﬂHgbs] <1



Freshness Il corresponds to scenarios where the curreptovider might respond with the same value which always
attribute value is uncertain since some update queries aggisfies the policy.
pending and may not be committed by the time of the policy The presence of the trustworthiness uncertainty implias th
re-evaluation. vt, Pr[H,|H) < 1.

In this case, the attribute provider sends two attributes:
(i) the last certain attribute value and, (8pme additional

informationon how the real value varies from the last certain: The correct policy enforcementimplies that having obsetrve
attributes, the reference monitor enforces the policy txat

l l
(@i, 1), (& ai® tipr), wheret; <tip the same fashion as with real attributes.
Accordingly, the reference monitor receives:

IV. CORRECTPOLICY ENFORCEMENT

A. Correct Enforcement of Access Control
((are, t;), ), ((& @b ti41),t;), where tipq = t; Figure 1 shows how the enforcement of access control

As an example, assume a policy which allows users Witheé(()lves in time. It stgrts at”y: and proceeds with que_rying
“normal” reputation to submit a huge number of application%llJrrent values of at_tnbutes. Either push or pull mode_l sd)s
e reference monitor processes only the first receivedevalu

for execution in Grid environment. The reputation is updat

only when the execution is ended and the system recei\?é%j eyal_uateppre once.

feedback from a resource provider. Applications can r efinition 3: (Corr_ect Enforcement of Access Co_ntrol)

concurrently and each single execution can be long-liveti ;jﬂje r_eference monlto_r correctly grants access,at if the

lasts days. The access decision to submit a new job is base %meg holds (see Figure 1):

the reputation value dgteq by the last registgred feedbadk a (ppre(aneal,) = true) A (ppre(ale®™) = true)

on the number of applications currently running on the gser’ RealA = { (a7 t1r,) (@, o) (@ foers)

behalf. Indeed, the ongoing applications can be maliciaus b try 2 Ptry)s s a0 tac s Wacti fact )

this fact can be discovered afterwards. The only way to abtai (anei iy tacrivt) - }

the fresh reputation value is to block the access until allbsA = { (<agff,tac>,fpm) b tacti < tpre < tactit1, i >0

running applications terminate. Instead, the system hdseto o .

set up to make an access decision with some uncertainty on ?Hg t,h_e reference _m_onl.tor is powerful to prove the following

current reputation of the user. For the given exampleje ~conditional probabilities:

specifies how many applications were submitted for exenutio PF[GEW H,.] = Pr[afm H,]=1

in interval (¢; : t;11) and are currently ongoing. — —
The pregence 012 the uncertainty freshness Il implies: Pr[GfprelH“] - Pr[GEw [Hac] =0

where H,. = H;,, -Hgm, and it means that the reference
- , monitor always grants the access when it should be granted,
for usage control : Pre. [Hyy .oy |H] < 1 and denies otherwise.

Notice, the existing pullipush query standards (e.g. XAGML Notice, the correct enforcement of access control requires

SAML) should be extended to support sending of two a{bat the predicates are satisfied exactly,aiandt,,. although

tributes upon the single request. the policy might not hold in-between.

3) Correctness of Attributess affected by additive noisesB. Correct Enforcement of Usage Control
that usually exist in case of non-accurate measurements. FOaccess control ends
example, the location attribute can be sensed only with thg,are the reference m
given precision. Thus, observed attributes might diffemir
the real counterparts:

for access control : Prgl[ng |H§bs] <1

atyerm, and usage control begins
onitor re-evaluates, every time
attributes change.

Definition 4: (Correct Enforcement of Usage Control) The
V(<a;?b5,tj>,fj) € ObsA, I(a*® t;) € Real A reference monitor correctly continues the usage session by
: thow after evaluating the policy times, if the following holds
(see Figure 1):

The presence of the correctness uncertainty implies that
vt, Pr[H,|H) < 1. l o l

4) Trustworthiness of Attributesappears as a result of RealA = {(a1°", t1), ..., (agi™ tak); - (agilfss takri)s -}
altering attributes by the attribute provider or as the ltesu ObsA = { ..., (a5 tar), tnow) }
of attacks occurred during attributes delivery, storintg. e
Current approaches guarantee only integrity of an ateiluyt
validating a signature of the entity which signs the attighu Or the reference monitor revokes the access if the following
but this does not guarantee trustworthiness. holds:

This uncertainty assumes that either an attribute value, real realy _
or a time of issugnce, or both can be modified by the at- vak, s.. (i‘lk ’tak} € Reald, ponga“k ) = Jalse,
tribute provider. Indeed, on each attribute request théate A({aar’s tak); tnow) € ObsA, tnow = tak

s.t. a?bs #+ afeal, andt; =t; = t~j, i.e. Atproc =0

pon(af,fal) =true, 1 <m < ak +1,

tperm = tla tak+i S Enow S tak+i+17 1 Z 0



and the reference monitor is powerful to prove that: Let an attribute be uncertain because of freshness Il. Agsum
— — that, the reference monitor grants the access and after some
Pr[ftm [ Hue] = PriG, |£“C] =1 period of time queries the attribute valuefgt.. Let this value
Pr(G;, | |Huc] = Pr(Gy | [Huc] =0 satisfy the policy, i.eE = H; . Thus, the reference monitor
where Hye = Hy, ;. and it means that the referencdecomputesPrry, = Pr(f,, - H;  |Hy, - E] = 1, and
monitor continues the Usage session when the policy hol§g2/ises that the initial access was maderectly.
and revokes otherwise. As another example, let the policy grant the access to the

Proposition 1: The correct enforcement of access and usa§i?'age service if the user provides the self-signed assert
control is possible if the attribute provider pushes certa at information to store does not contain illegal data. (i.e

attribute values and the processing time is negligible: circulation of it violates third party copyrights). The rtute
Vi((ah,t),1;) € ObsA, T = tj, i.e. A lproe =0 un_lcitre]rtalnty_ should_be less then_a specnje_d threskalg,.
Proof: This comes from the definition. e attributea is pushed with the initial request, and
assume that only its trustworthiness is uncertain Bz, =
V. EFFECTIVEPOLICY ENFORCEMENT Pri.[H], whereH = Htac|Hfabf- If Prza > Pryy, holds, the

Neither push no pull model can guarantee that observegference monitor grants the access. Further, the systes do
attributes are equal to real in the presence of uncertaintigot impose any control and the usage session can be ended
The correct policy enforcement implies that uncertaintig®nly on the user's demand. Imagine, that during the access
associated with attribute are deterministic, while effect the reference monitor receives the evidedttérom a trusted
probabilistic. party, that the data stored by the user is illegal. In thig ctee

reference monitor understands that the initial accesssibeci

A. Effective Enforcement of Access Control was incorrect. For the given example, assume that:

The reference monitor is powerful to compute: « Pr[E| H] denotes the probability of seeing the evidence
Pray = PriH,|H?| = Pr|H,,. - H; HEYI foisfittir\:zdata is actually correct, i.e. the evidence is false
or using conditional probabilities . Pr[E|F,] denotes the probability of seeing the evidence
Prpy = Prcor*tr[HtaJHfabf] ) Prfr[prTJHfabf] (1) gq:;:;et(;jlgta is actually illegal. This probability always
where the first multiplier corresponds to trustworthinesd a , Pr[H | E] denotes the probability that the stored data is
correctness of attributes, and the second - to freshnessallys illegal if the evidence of such violation is present.

all types of uncertainties exist in the system and SUMMIAge reference monitor revises previous estimates of the at-
these uncertainties implies the multiplication of theirrree ip te trustworthiness usinBayesian inferencand the re-

sponding probabilities. How to calculate a probability of @yaated probability of the policy satisfaction is givey b
freshness uncertainty is given in [10], [9].

Definition 5: (Effective Enforcement of Access Control) rh = Pry [H|E] =
The reference monitor enforces the policy effectively by B Pr[E|H| - Pry.[H|
computingPr gy, and picking one of the following strategies: ~ Pr[E|H] - Pry[H] + Pr|E|H| - Pry.[H|

(i) enforce by comparing with a threshaRk,,: if Prry >

H new 1
Pry,, the reference monitor grants the access, and denE@sfaCt’ _'f PrRM < Pry, the re_fgrence mqmtor revokgs the
otherwise. Formally: access immediately upon receiving the evidence. Notict, th

revision can be forward, and backward, i.e. the evidence may
Pr(G;  |Prrv > Pry] =1,Pr[G;  [Prry < Pry] =0  state that the stored content is perfectly good.

(i) enforce by flipping a coirwith Prgy, of choosing B. Effective Enforcement of Usage Control

a grgnt decision. If the coin fIippe_d to grant_, the reference Suppose, the reference monitor only pulls attributes, -oper
monitor grants the access and denies otherwise. Formally: 3165 with observed attributes and evaluates the pélitynes

Pr(G; | =Prpu Hgbs, Heb, .., He's, then:
For better efficiency, we introducersn-oblivious enforce- Prpy = Pr[Hy|HP - HY - .- HY) =
ment of a security policy. The basic idea is that the refegene- Pr(Hy,., . .1..) - Htwr - o Hitgyitan) * Hear - Hypopo o
monitor grants the access and remains aware on additional HOY . HOYS . oY)
information E suitable to estimat®ry,; better. When this far  “taz T
information arrives, the reference monitor recomputesiptes  Using conditional probabilities:
ositive access decisions. If the initial decision was regnus,
p Prry = Pre[Hy, 7, HE - HYY - HYY

the reference monitor invokes some forensic security mecha
_ : y Preovste[Huy, - Hygy oo oy [HEP - HE% - H')
nisms and expects a reward for accesses which were grante a ° @ al a2 ak
wrongly. In some cases, the non-oblivious enforcement ean Bhe first probability corresponds to freshness of attribuaed
as cost-effective as the correct enforcement. the second to correctness and trustworthiness of attebute



If trustworthiness and correctness remain constant, leeg. £xact benefits and losses the system gains for a given access
attribute is measured always with the same precision, thenrequest. It is difficult to determine costs for every polibyt
obs obs obar ik if the reference monitor behaves correctly the costs should
tpermitnon Hiw o HEZ]- (Proorser HIH™?])" (2)  pe positive:Ce > 0,02¢ > 0; and negative in the case
of erroneous decisiong?¢; < 0,C¢; < 0. For simplicity,
assumeCe = 0.

Prfr [H[

Important result shown by this formula is that the prob&pili
of the policy satisfaction (in presence of all uncertaigsitie _
decays exponentially in number of attribute queries anitpol  1h€ semantics of costs for usage control corresponds to
checks. ‘pay-per-time-of-usage’ attributes, and specifies theeelan-

Definition 6: (Effective Aperiodic Enforcement of Usage efits and losses the system gains in a unit of time for a given

Control) The reference monitor effectively enforces the policyS29€ session. Costs for usage control are givemfjycy;,,

L. L~ uc  uc GWC . Luc
under uncertainties by tim&,,,, and: Cfpr Cin- AVErage cost of a usage sessioff; = c** - tav,

1) computes the probability of the policy satisfaction eincWheret‘w is session’s duration.

the last observed attribute: B. Costs of Attribute Queries

Let CP" denotes a cost to push a current attribute value with
a time stamp indicating when the last change happened. For
pulling, costs are:

_ obs
ak:tnow]| tak]

PI‘RM = PI‘[H[t

2) idles untilPrgy; > Pry, and then performs attributes

pulling;
3) if pulled attributes satisfy the policy - continue thegsa o cgl is paid to pull a current attribute value with a time
session and go to 1, otherwise - revoke the access. stamp of the last change;
. Ofl is paid to pull an attribute value at a given tirtte
V1. COSTMODEL OF THEPOLICY ENFORCEMENT « C?'is paid to pull a time stamped attribute value and a

We assign monetary outcomes for granting and revoking number of changes since that;
access to legitimate users and those whose attributegeviola « O?f’l is paid to pull all time stamped attribute changes
security policies. Additionally, we place a price paid tdaib during a time interval.
fresh attribute values. Notice, the frequent attributergse opyiously,0 < C?" = C¥' < ' < €8 < C¥!
are too expensive whereas rare checks lead to losses due to
possible policy violations. We estimate theerage time of the ¢. cost of Access Control Enforcement
usage sessioft,,) and theexpected profi(C,,) preserving

security. For access control, along with a cost of granting the access

there is at least one cost paid to pull/push an attribute:
A. Cost Matrix —

_ _ Cee=C-Pr|[G - H|+ C¢. - Pr[G - H]

The reference monitor chooses between talternatives a’; — e o b
(grant access and deny/revoke access) only one, which is +Cfy - Pr(G - H| + G- Pr(G - H| + CF
as good as possible. Good means that the reference mortth:oDsing conditional probabilities:
grants access to legitimate users and the policy holds, and
forbids the access to unauthorized entities otherwisehén t Cg¢ = Cf - Pr[H] - Pr[G|H] + Cf;, - Pr[H]| - Pr[G|H]
presence of uncertain attributes, the reference monitor is ~ac = ac 77 Yailsi ph
unable to infer accurately whether the policy holds, and,icf” Prlf]- PriGlH] + G- Pr{H] - Pr{GH] + C
consequently, to choose a good alternative. There are foun) Correct Enforcementif the reference monitor enforces
sce_narios how the reference monitor acts processing @mterthe policy correctly, then there are only 2 possible scesari
attributes: true positive and true negative.

« true positive grant access and the policy holds; The average profit per access request is given by (see

« false negativegrant access and the policy is violated; Equation 3):

« false positivedeny access and the policy holds;

« true negativedeny access and the policy is violated. Ceor = Cf - Pr[Hy ] + CP"

True positiveand true negativeare good-chosen alternatives, 2) Effective EnforcementThe reference monitor is pow-

while false negativeand false positiveare erroneous. Eacherful to compute the probability of the policy satisfaction

scenarlo_has a mc_metar_y outcom_e, cost, the reference monétgerating with observed attributes. If the reference nmwnit
loses/gains choosing this scenario.

" .enforces a policeffectively by flipping a coiit will gain the
Let Cf; denotes the cost of the true positive scenari policy y By Hpping g

. ) erage profit per access request:
when the reference monitor grants the access operating w% gep P q
opserved attributes and the policy really holo_ls_ for real a/lir — Cf;-(Pr[Hac])2+(C}1§+C}1»;)-Pr[ﬁac]~Pr[Hac]+C”h
tributes. C¢;, C4y, Cpy are costs of the remaining scenar-
ios, respectively. The semantics of costs for access dontroWhen the reference monitor enforces a pokdfectively by
corresponds to ‘pay-per-access’ attributes, and spedifies comparing with a thresholthe average profit depends mostly

®3)



on the selecte®r,;. It can be inferred from [10], [9] that the 0

maximum profitC*™ would be if: ——Correct
—=— Effective: flip a coi
Cpe — ‘;Z 23 —v— Effective: threshold
Pl‘th = - l

Coe — C9¢ — Coc + Cpe
In case ofeffective non-oblivious enforcemetite average
profit per access request is almost as in the case of the torrec

enforcement including the cost of additional queries dythe
access and possibility to deny the access to legitimatesuser

ol = (C + Cfl) - Pr[H,] + CfS - Pr|G - H] + CP"

3) Simulation ResultsFollowing the approach in [10], [9]
we consider a mutable attribute which encodes a reputation 15 ‘ ‘ ‘
. . . 0 5 10 15 20
of a requester. The attribute mutability is modelled as a t
stochastic process, i.e. a time-homogeneous ergodicetiéscr

Markov chain [8] (see Figure 2). The attribute domain is Fig. 3. Cost-effective Enforcement of Access Control

av

-t
pre ac

0,8: neutral 0,2: neutral 0,2: neutral 0,7: neutral

for thecorrect enforcemeris always higher. Interestingly, that
enet ol for n < 4 it is more profitable to enforce the policy flipping

1 ) a coin, while for a bign comparing to the specified threshold
is more effective.

0,4: good 0,4: good 0,3: good

) ] ] D. Cost of Usage Control Enforcement
Fig. 2. A Reputation Attribute Model

For usage control, we assume that a user never ends sessions

A ={1,2,3,4} and let the policy deny the accessuif=4. ©OnN demand, and each session will be eventually revoked due

The attribute is pushed with the initial request @gt. o the policy violation.
Impose, that the value observed by the reference monitor ist) Correct EnforcementThe policy is enforced correctly if
uncertain due to inevitable delays occurred during defiiee.  all attribute changes satisfy the policy. Thus, for usagetrod
freshness 1l). Thus, the reference monitor needs to comptltere is a geometric distribution for the policy satisfantand
Prra to enforce the policy effectively (see Equation 1). Wéhe average usage time is given by:
make an assumption, that the reference monitor knows the one

step transition matrix of the Markov chalProb (see Figure tee =AY (k- [] Pr(H,])
2). Thus,Prgras is given by [10], [9]: k=0  0<i<k
Prpy = Pril[H; |H?] = Z (ST . Prob™)[j] where k£ is a number of policy checks, anl denotes the

average number of attribute changes between adjacentsheck

je{1,2,3} . .
The average profit per usage session:

where the vectofS;,, specifies the probabilities distribution

over good states dt,,.. >
Letgthe attribute value change every time tick, thus =A Cav = taucly +CP"(1+ Z(k ' H Pr{f]))

toroe = pre — tac Means that the attribute changed its value k=0 Osisk

n times since the reference monitor observed it. If CP" = 0 we receive the maximum possible profit for a
Next, we picked the following costsry" = 50, C'¢¥; = usage session when security is preserved.

—10, C¢; = =5, Cfy = 0, and to query an attribute we pay

crh — 9. VII. RELATED WORK

Then, we performed a set of simulations (100000 per eachUnintentional uncertainties related to freshness oflattas
n) to show which of the enforcement models is the most costan be seen as particular casestioielinessand currency
effective for a given access control scenario. We computed tfactors from Bouzeghoub and Peralta [4]. Freshness of thte fir
average profit per access request for tloerect enforcement type relates to the problem of defining the frequency of ugslat
Ccor, for the effective by comparing with a threshotd!”, (timeliness), while freshness of the second and third types
and for theeffective by flipping a coir©/!?. We varied the is caused by natural delays in delivery of the authorization
time interval between the attribute was observgdand the information (currency).
access decision enforcég,... In fact, as bigger this gap, the There are several related work on risk in access and usage
more changes of the attribute value occur. control. Aziz et al. [3] assess policies considering ddfar
Figure 3 shows the obtained results. Obviougly; C$%" > types of risk - operational, combinatorial and conflict of
Cthr ccor > Cflir je. the average profit per access requestterest. The approach is focused on reconfiguration otypoli



in a way to reduce its risk and save its strength. Han et &. implement a Markov decision process adopting on-fly to a
[7] describe the approach to pre-evaluate security of poliparticular user.
using risk before enforcement. We don’t consider composing
of policies and assume that they are created in a secure

way. Instead, our approach discusses peculiarities odatollg [ Mé ﬁbadi- ||-09iC iﬂs access control. I!Ill_CSC’03: Procgt?_dings 0; 2tge
. . . . 18th Annual IEEE Symposium on Logic in Computer Sciepage ,
uncertain attribute values and problems connected with thi Washington, DC, USA, 2003. IEEE Computer Society.

issue. [2] M. Alam, X. Zhang, M. Nauman, T. Ali, and J.-P. Seifert. M&-based

Several approaches [16]' [6]' [12] use risk assessment to behavioral attestation. IBACMAT '08: Proceedings of the 13th ACM
. symposium on Access control models and technologiges 175-184,
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We would like to capture these uncertainties and focus more

on the continuous policy enforcement. Last but not least, we

would like to take into account the diversity of users and
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